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Introduction

1.1 NILGOSC takes information security very seriously. In order to enhance
security in relation to the issue and receipt of personal information
electronically with external parties, NILGOSC is implementing a new
secure email solution. This will provide an added layer of protection to
minimise the risks of interception and misuse of confidential information.
1.2 This document will guide you through the use of the NILGOSC’s secure
email service. You may also see this referred to as encrypted email.
NILGOSC will use this system to deliver emails and attachments to your
secure mailbox. These emails and/or attachments will be encrypted. To
access the documents, you will need to register upon first access.
However, no special encryption software is required. This guide sets out
the procedures that you will need to follow to register and to access and/or
send documents.
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How it Works
a) When you are sent an encrypted email by NILGOSC for the first time, you
will receive an email asking you to register with NILGOSC’s secure web
portal to set up a password.
b) Once registered, you are able to log into the portal and retrieve the
secure documents. You can also reply via this service and send files
back to NILGOSC securely.
c) When you open a secure email, you can click on the file and download as
usual with any attachment.
d) To reply securely, you must first log in to the secure web portal, using
your password, to compose and reply to the sender. If you don’t need to
reply securely, you can reply to the email in the normal manner.
e) You will be automatically disconnected from NILGOSC’s secure web portal
after 15 minutes of inactivity.
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System Requirements
a) You must have a web browser connected to the internet. Internet Explorer
9.0 or above, or equivalent latest versions of Chrome or Firefox.
b) You should make sure that emails from nilgosc.org.uk are “white-listed" on
any spam filters, either within your email/webmail client, by your local IT
support team or by your ISP (in other words, you can receive emails from
NILGOSC successfully).
c) First time users should check that you can access the system by entering
the following address into your web browser address bar:
https://employer.nilgosc.org.uk/
d) You should see a screen similar to the one below displayed in your browser.
If you get any error messages or the screen is not displayed then you will
need to contact your own IT support team to investigate. NILGOSC is
unable to diagnose connection issues at a third party company.
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Instructions

The following instructions set out the steps to follow when you receive or wish to
reply securely using NILGOSC’s secure email service.

Step 1:
You will receive an email containing a link to download the files:

Step 2:
Please follow the registration process:
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Step 3:
A confirmation message will indicate that the account has been correctly set up.

Step 4:
Once the account has been created please login and you should see your file.
Click on the file at the bottom to download. The default expiration of files is 30
days, after the 30 days files would need to be resent.
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Step 5:
To reply securely click on the Reply button as normal:

Please leave the options as they are.
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Step 6:
You can access the secure portal anytime from https://employer.nilgosc.org.uk
Once in the secure web portal, you can compose and send emails securely to any
NILGOSC employee email address.

We recommend this method for sending any sensitive data back to NILGOSC.

When you have finished using NILGOSC’s secure web portal, you should click
Logout.
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FAQs
Q: Can I receive emails directly on to the secure web portal?
A: The initial email will go to your corporate email account alerting you that
a file/email has been sent for you to download. You then log into the portal
and obtain your email. Follow the instructions in section 4.
Q: How long do I have to download the files?
A: The default is 30 days, after this the files are no longer accessible. You
would need to contact the sender so that they can send the file through
again.
Q: What happens if I forget my password?
A: You can reset the password yourself using the forgot password feature
located at the login screen or contact NILGOSC IT team directly.
Q: What are the advantages of protected email?
A: Receiving and sending encrypted emails and file attachments using a
secure method protects member and employer information and ensures only
the intended recipient can access it.
Overall, it improves information
security and protection of personal information.
Q: Can I access the portal without clicking the link in the email?
A: Yes, if you have registered you can login at any time to:
https://employer.nilgosc.org.uk
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Known problems
Please make sure you are on the recommended version of Internet Explorer
as older versions will not work. See System Requirements in section 3.

