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Information Risk Policy
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1.3

1.4

2.1

2.2

2.3

Introduction

The Cabinet Office’s June 2008 ‘Data Handling Procedures in Government’ report set
out measures to strengthen information assurance within the public sector. Those
measures included the identification of the information assets held by an organisation,
the allocation of those assets to a responsible owner, and an annual assessment
process to inform the Governance Statement. This policy has been developed to
implement these measures in order to safeguard the information held by NILGOSC.

Information is a key asset and its proper use is fundamental to the delivery of
NILGOSC's services. Members, pensioners and all other stakeholders are entitled to
expect NILGOSC to protect their privacy by using and handling information
professionally and sensitively to ensure that private information is protected.

NILGOSC will aim to do this by effectively managing all risks to the integrity,
availability and confidentiality of all information it holds, both on paper and
electronically. It will ensure controls are in place, in line with those set out for ‘Official’
documents as per the Cabinet Office policy ‘Government Security Classifications — May
2018Y.

The purpose of this policy is to define how NILGOSC will manage information risk and
safeguard its information assets.

Scope

Everyone in NILGOSC has a role to play in the effective management of information.
This policy applies to all sections within NILGOSC and all Committee Members and
staff. ‘Staff’ refers to all staff, regardless of occupation, including, but not restricted
to, permanent, temporary, voluntary, students and agency workers.

The policy also applies to any contractors, suppliers, advisers or other third parties
that collect, transmit, retain or use information on behalf of NILGOSC in any form.

This policy should be read in conjunction with the following NILGOSC policies,
procedures and other documents:

Information Security Policy

Information Asset Register and Record of Processing Activities
Risk Management Policy

Risk Evaluation Guidance

Risk Register

Document Management Policy

Code of Conduct for Committee Members
Data Protection Policy and Procedures
Freedom of Information Policy and Procedures
Anti-Bribery Policy

Anti-Fraud Policy

! This replaced the Government Protective Marking Scheme.
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3.1
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3.3

e Software Policy
e Secure Desk Guidance
e NILGOSC Retention and Disposal Schedule

In line with Data Protection legislation, NILGOSC also has a Privacy Policy for Members
and Scheme Beneficiaries, which sets out the standards that the public can expect
when NILGOSC requests or holds personal information; how people can access their
personal data and what is required to keep information up to date. A copy of this is
published on our website.

These policies and documents have been prepared in line with the following legislation:

Computer Misuse Act 1990

Data Protection Act 2018

General Data Protection Regulations (GDPR)

Human Rights Act 1998

Freedom of Information Act 2000

Regulation of Investigatory Powers Act 2000 (RIPA)

The Telecommunications (Lawful Business Practice) (Interception of

Communications) Regulations 2000

e The Privacy and Electronic Communications (EC Directive) (Amendment)
Regulations 2018

e The Privacy and Electronic Communications (EC Directive) (Amendment)

Regulations 2011

What is Information Risk and Assurance?

Information risks are vulnerabilities and threats to the information resources used by
an organisation to achieve its business objectives. Risks may include inappropriate
disclosure or non-disclosure of information, loss, theft or fraud, information being
wrongly destroyed, staff acting in error and a failure to use information for the public
good.

Information Assurance is defined in Information Risk Management HMG IA Standard
Numbers 1 & 2 (April 2012) as, 'the confidence that information systems will protect
the information they handle and will function as they need to, when they need to,
under control of legitimate users.” Determination of the measures to protect a system
and the information it holds must take into account the confidentiality, integrity and
availability (CIA) of the information, as defined below:

¢ Confidentiality: ensuring that information is only available to those who are
authorised to access it;

e Integrity: safeguarding the accuracy and completeness of information and the
methods that are used to process it;

e Availability: ensuring that users have access to the data and/or systems as and
when required.

NILGOSC has taken these three aspects into consideration to establish and maintain a
secure environment for the protection of information. The measures to protect
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4.1

4.2

4.3

4.4

4.4

4.5

information include a combination of physical, technical, personnel and procedural
controls, as set out below:

Clearly defined roles and accountability

Appropriate vetting of staff and contractors

Controls based on cost effective assessment of risk

Awareness training for staff

Development and review of relevant policies and procedures

Mechanisms for monitoring and reporting security incidents

Business continuity planning

HR policies reinforce the importance of data management by reminding staff
that the misuse or poor control of personal data could constitute gross
misconduct.

Information Asset Register

In line with Cabinet Office guidance, NILGOSC has developed an information asset
register (IAR). This is a register of information or collections of information, held
electronically or in hard copy, which have (usually) not been published or made
publicly available.

An information asset is a body of information, defined and managed as a single unit
so it can be understood, shared, protected and exploited effectively. Each asset has
an Information Asset Owner who is responsible for safeguarding it and using it
appropriately. Further details on the Information Asset Owner role are provided in 6.7
below, and in Appendix B.

The creation of an IAR was a government initiative designed to facilitate greater
openness to information held by public bodies. The IAR does not provide direct access
to the information holdings themselves. It is a means of alerting the public to the
existence of the unpublished information and whom to contact.

The classifications used in this Information Asset Register are in line with the Cabinet
Office policy "Government Security Classifications - May 2018". NILGOSC documents
are generally categorised as "Official", with the exception of some items categorised
as "Official-Sensitive".

To sustain its usefulness, the IAR will be formally reviewed in line with this policy but
updated as regularly as required as new information assets are identified.

NILGOSC has also prepared a Freedom of Information Publication Scheme, which aims
to reduce the number of information requests by proactively publishing the information
most likely to be requested. The Publication Scheme does not include all of NILGOSC's
information resources, either due to the sensitivity of the information, or the fact that
it is not considered of interest to the public. As the IAR lists all information resources,
including unpublished information, it will complement the Publication Scheme in terms
of managing the demand for information.
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5.1
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6.1

6.2

6.3

6.3.1

6.4

6.4.1

6.5

6.5.1

Information Risk Management

Information risk management is the process of identifying vulnerabilities and threats
to the information assets used by an organisation to achieve its business objectives,
and deciding what controls, if any, to put into place based on the value of the
information asset.

The identification and assessment of risks relating to NILGOSC's information assets
will be carried out in line with the Risk Management Policy and the Risk Register.

All risk owners are required to complete a quarterly Statement of Assurance (SoA) to
confirm that the controls outlined in the Risk Register have been reviewed. The SoA
comments on how effectively those controls are operating and notes any new risk
areas or control weaknesses identified during the quarter. Results from this process
are reviewed by the Senior Management Team and by the Audit & Risk Assurance
Committee.

NILGOSC is responsible for maintaining a sound system of internal control and risk
management. The Accounting Officer will report in the annual Governance Statement
on whether information risks are being managed effectively and on any significant
incidents relating to the security of information during the reporting period.

NILGOSC recognises that the aim of information risk management is not to eliminate
risk totally, but rather to provide an effective infrastructure to identify, prioritise and
manage the risks involved. It requires a balance between the cost of managing and
treating risks, and the anticipated benefits to the business.

Responsibilities

All NILGOSC Committee Members and staff have a duty to manage information
effectively, and to identify and help to address potential risks in their area. However,
the staff listed in paragraphs 6.3 to 6.7 have specific information assurance
responsibilities.

The Cabinet Office’s June 2008 ‘Data Handling Procedures in Government’ report
established mandatory minimum measures to protect information. These measures
have been included in the information assurance roles within NILGOSC as set out
below. The specific responsibilities for each role are provided in Appendix A.
Accounting Officer

This role is undertaken by the Secretary in NILGOSC.

Senior Information Risk Owner (SIRO)

This role is undertaken by the Head of Governance and Support Services in NILGOSC.
Information Risk Manager

This role is undertaken by the Governance Manager.
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6.6

6.6.1

6.7

6.7.1

6.8

6.8.1

7.1

7.2

7.3

Information Security Officer
This role is undertaken by the Information Systems Manager.
Information Asset Owners (IAOs)

This role is undertaken by Senior Managers in respect of the information assets and
systems under their control.

Internal Audit

Internal Audit also has a role to play in providing assurance on the effectiveness of the
management of information risks within NILGOSC and should carry out regular reviews
of the systems in place to provide information assurance. Those systems include the
various roles and specific responsibilities, the effectiveness of the policies and
procedures and compliance with best practice.

Incident Management

An information security incident is any real or suspected event that has, or could have,
resulted in information loss, unauthorised disclosure or damage to NILGOSC
information assets or which breaches the Information Security and/or other relevant
policies. This can include anything from a forgotten password to the successful access
of confidential corporate data by a hacker.

Computer security incidents must be reported to the Information Systems Manager.
Personal data security breaches must be reported immediately to the Governance
Manager to determine whether the ICO should be notified within the 72 hours statutory
timeframe. The relevant manager will make an assessment of the incident and
determine an appropriate response. If the incident has potential significant
implications for NILGOSC, the SIRO should be informed at an early stage.

The following organisations should also be informed if the incident is significant:

e The National Cyber Security Centre (NCSC) - a part of GCHQ which assists
public sector organisations in the response to computer security incidents and
provides advice to reduce the threat exposure. The Information Systems
Manager is responsible for reporting computer security incidents in line with
GovCertUK Incident Response Guidelines as follows:

- If alive cyber attack is currently in progress call Action Fraud on 0300123 2040
immediately. Do not report online. This service is available 24/7

- Incidents of fraud or cybercrime that are no longer in progress, should be
reported initially through Action Fraud’s online reporting tool or alternatively by
telephone on 03001232040. This includes malware incidents that have
significant effects, disruption of service and other events that may reflect
electronic attacks, whether attempted or successful.

e Information Commissioner’'s Office (ICO) - this is the UK’s independent
authority founded to uphold information rights in the public interest, promoting
openness by public bodies and data privacy for individuals. All personal data
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7.4

8.1

8.2

breaches are assessed in line with NILGOSC'’s Breach Reporting procedure and
recorded on the Breach Register. Those deemed reportable to the ICO are
reported by the Governance Manager to the ICO in line with ICO guidance and
within the statutory 72 hour timeframe. Governance record all data breaches
on its Data Incident Log.

Security breaches will be managed as ‘incidents’ with appropriate action taken in terms
of escalation, reporting, recovery and subsequent review of existing controls, policy
and procedures.

Monitoring and Review

The Governance Manager has overall responsibility for monitoring the effectiveness of,
and compliance with, this policy.

This policy will be reviewed at least every three years, and may also be revised in

response to changing circumstances, technology, operational or legislative
requirements.
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Key responsibilities of Information Assurance Roles

1. Accounting Officer (Secretary)

a)

To have overall responsibility for ensuring that information risks are assessed
and mitigated to an acceptable level.

b) To sign the annual Governance Statement, which explicitly covers information
risk, and includes:

e the number of information risk incidents reported to the Information
Commissioner;

e the numbers of people potentially affected;

e actions taken to contain the breach and prevent recurrence.

c) To share and discuss the information risk assessment with the Audit & Risk
Assurance Committee and the Management Committee.

2. Senior Information Risk Owner (Head of Governance and Support Services)

a) To own the Information Risk Assessment and the Information Risk Policy.

b) To act as an advocate for information risk at Committee meetings and in
internal discussions.

c) To provide written advice to the Accounting Officer on the content of the annual
Governance Statement with regard to information risk.

d) To understand risks to the IT system, have an awareness of the overall risks
and how the risks may affect strategic goals.

e) To approve any changes relevant to information risk in the security clauses for
procurement contracts.

f) To ensure that information risk awareness training is provided to all data users
on appointment and at least annually thereafter.

g) To ensure that appropriate information risk management training is provided
to all Committee Members and managers on appointment and refresher training
provided on a regular basis.

3. Information Risk Manager (Governance Manager)

a) To produce, maintain and monitor compliance with NILGOSC's information
management policies.

b) To produce and maintain the Information Asset Register.

¢) To conduct data protection impact assessments as required.

d) To conduct at least an annual review of information risk and the effectiveness
of the information risk policy. The risk assessment must examine potential
changes in services, technology and threats.

e) To assess compliance with the arrangements for handling personal information
on paper and on IT systems, including testing whether access rights have been
removed if necessary, and whether paper and electronic information has been
disposed of appropriately.

f) To advise the Senior Information Risk Owner on Information Risk Assessment

and Information Risk Policy, and to assist in the provision of risk awareness
training.
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4, Information Security Officer (Information Systems Manager)

a) To have day to day responsibility for all aspects of information security,
including the implementation and dissemination of the information security
policy, and the provision of staff training on information security.

b) To manage the process of information security incident reporting and
resolution.

c) To ensure that IT systems handling official information are protected using
either: FIPS certified encryption; foundation grade encryption; or appropriately
assured?, commercially available security products and service offerings.

d) To undertake a review of IT systems when systems undergo significant change
or at least every 3 years.

e) To ensure that any IT contracts for services, or any IT clauses in other
contracts, clearly specify the security requirements.

f) To put into place arrangements to log data users’ activity in respect of
electronically held personal information, and to share summary records of this
activity with the relevant senior manager.

g) To restrict the use of removable media, including laptops, USB memory sticks
and PDAs etc, where possible.

h) Where it is not possible to avoid the use of removable media, to take action to
manage the risk to the information, by minimising access to the data, by
minimising user rights to copy files onto and from removable media, and via
encryption of data.

5. Information Asset Owners (Senior Managers)

a) To know what information is held in their area, and in what form, what is added
and removed, how information is moved, who has access, and for what
purpose.

b) To understand and identify risks to the information assets and systems in their
area, and assess and respond to those risks as appropriate.

¢) Toidentify and keep a record of staff and contractors with access to, or involved
in handling, individual records containing personal data.

d) On a quarterly basis, to assess risks to the confidentiality, integrity and
availability of information in their area. At least once a year, the risk
assessment must examine potential changes in services, technology and
threats.

e) To provide information on an annual basis to support completion of the
Governance Statement in respect of the security and use of the information
assets under their control.

f) To determine what information they or their delivery partners hold which falls
into the personal information category.

g) To ensure that all personal information is handled, processed and stored as if
it were marked ‘OFFICIAL.’

h) To ensure that personal data is disposed of in a controlled manner, e.g. via
shredding or confidential waste.

i) To define and document users’ access rights to personal data in their area.
Access rights should be set at the minimum level possible in terms of the pool

2 Assurance will normally be delivered through industry led (but independent) assessments under the CESG
Commercial Product Assurance (CPA) Scheme (Foundation Grade).

Page 8 of 9



N'LGOSC":‘: o Appendix A

of records accessible, the number of records viewed, the nature of information
available, and the level of functionality required.

j) To check users’ activity in respect of electronically held personal information to
ensure that this is being done appropriately, with particular focus on staff who
work remotely, or who have higher levels of functionality.

k) To approve and minimise transfers of information whilst achieving the business
purpose.

) To approve disposal mechanisms.

m) To approve arrangements for transfer of data, e.g. on removable media.
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